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Background

Video Anomaly Detection

« Video Anomaly Detection (VAD) aims to determine whether abnormal events occur within video streams

- Abnormal events include the appearance or action of objects that are not suitable for the situation

« The goal is to do Binary Classification on each frame
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Background
One Class Classification

- Class imbalance problem [{x_i | y_i=0}|>|{x_i | y_i=1}]

« Diverse anomaly

« One-Class Classification (OCC) is utilized that learns exclusively from normal data and
classifies anything not resembling the patterns of normal data as abnormal.
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Rodrigues, Royston, et al. "Multi-timescale trajectory prediction for abnormal human activity detection." Proceedings of the IEEE/CVF winter conference on applications of
computer vision. 2020.



Background
One Class Classification

= Classification-based: Learning cluster that group normal feature vectors within a specific range.

Ag(x) = Diff(¢pg(x), c)

Key idea = normaldata: clustered in a 'normal’ cluster ¢o: kernel function
= abnormal data: away from the 'normal’ cluster c: center of hypersphere

= Distance-based: Storing features of normal data in memory and using the Nearest Neighbor search for classification.

Ag(x) = min Diff(¢pg (x), o (x:r))

Keyidea = normal data: similar to training data in a feature space
= abnormal data: NOT similar to training data in a feature space

= Reconstruction-based: Learning to reconstruct normal samples using a generative model.

Ag(x) = Diff(x, Recong(x))
Key idea - normaldata: reconstructed well

abnormal data: NOT reconstructed well



Introduction

Limitations of Existing Methods

« Traditional VAD: Output only anomaly scores without providing clear rationale
— Hinder earning public trust in real-world deployment
« Ask LLM: Rely on implicit knowledge from pre-trained LLMs that focuses on general context

— Misalign with specific real-world VAD applications

Train: Learn model &

&
o L) Hﬂ Is this frame
Training HH normal or
Frames anomaly?

Test: Use model
& W Normal based on implicit
knowledge in LLM
It appears that there is nothing overtly
unusual or anomalous in this image. If
depicts a typical outdoor setting where

three individuals are seen engaging in
separate activities: one person is

Otipu walking, another is standing and looking
’1 '_H 0.834 at their phone, and the third is

0834’? skateboarding. The scene seems to be a
regular day at a park or outdoor area
designed for pedestrians.

a) Traditional VAD b) Ask LLM directly



Introduction

Contributions

Propose AnomalyRuler, a rule-based reasoning framework for VAD

Adopt few-normal-shot prompting for fast and cost-effective adaptation

Apply rule aggregation, perception smoothing, and robust reasoning to enhance robustness

Train: Learn model

Full-shot g l
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Te.st: Use model
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a) Traditional VAD

fIt oppears 1ha

Is this frame
normal or
anomaly?

7 Normal based on implicit
knowledge in LLM -

unusual nomalous_in 'rh:s m\age If:

depicts a typlcal outdoor setting where
‘three individuals are seen engaging in
separate activities: one person is

walking, another is standing and looking
at their phone, and the third is

skateboarding. The scene seems to be a

rregular day at a park or outdoor area
designed for pedestrians,

b) Ask LLM directly

Induction: Derive rules ¢ Deduction: Use rules
=
Is thi
Rules for Normal Rules for Anomaly fmm;s
Human Activities Human Activities _ normal or
Rules for Normal Rules for Anormaly g’;‘;::'v
[Environmental Objects | Environmental Objects | ' |, - ﬂﬁ?

«/ Anomaly based on learned rules

There are four people in this frame. Starting from the left, the first person appears to be walking, the second perso

is riding a skateboard, the third person is walking but further away, and the fourth person is on a skateboard. Other than

people, there are two manhole covers visible on the ground. First, let's check for human activities: (1) Walking: Two
people are walking, which matches: Normal Human Activities, Rule number 1. (2) Skateboarding: Two people are o
skateboards, which matches: Anomaly Human Activities, Rule number 1. Second, let's check for environmental objects: (1

nhole covers: Two manhole covers are visible, which matches: Normal environmental objects, Rule number: 2, Based o

the information provided, the normal activities are people walking, and the anomaly activities are people skateboarding
The normal objects are manhole covers, and there are no anomaly objects mentioned in the description. Therefore, thi

frame is an anomaly due to the presence of anomaly human activities.

b

¢) Ask LLM with the rules learned in induction stage (Ours)



Introduction

AnomalyRuler

« AnomalyRuler comprises two main stages:

 Induction: Derive rules from few-shot normal reference frames using VLM + LLM

« Deduction: Detect anomalies based on derived rules

Induction: Derive rules ¢ Deduction: Use rules
ol
Is this
Rules for Normal Rules for Anomaly frame
Human Activities Human Activities _ normal or
Rules for Normal Rules for Anormaly | ~ anomaly
: : : : Based on
Environmental Objects | Environmental Objects Yo Rilbe

«/ Anomaly based on learned rules

/i

There are four people in this frame. Starting from the left, the first person appears to be walking, the second person
is riding a skateboard, the third person is walking but further away, and the fourth person is on a skateboard. Other than
people, there are two manhole covers visible on the ground. First, let's check for human activities: (1) Walking: Two
people are walking, which matches: Normal Human Activities, Rule number 1. (2) Skateboarding: Two people are on
skateboards, which matches: Anomaly Human Activities, Rule number 1. Second, let's check for environmental objects: (1)
Manhole covers: Two manhole covers are visible, which matches: Normal environmental objects, Rule number: 2. Based on
the information provided, the normal activities are people walking, and the anomaly activities are people skateboarding;
The normal objects are manhole covers, and there are no anomaly objects mentioned in the description. Therefore, this
frame is an anomaly due to the presence of anomaly human activities. J

c) Ask LLM with the rules learned in induction stage (Ours)



Methods
Induction

« Visual Perception: utilizes a VLM which takes a few normal reference frames as inputs and outputs frame descriptions
« Rule Generation: use an LLM to generate rules based on these descriptions

« Rule Aggregation: employ a voting mechanism to mitigate the errors from rule generation

Visual Perception Rule Generation Rule Aggregation
, i Rules for N | 0 Rules For Video Anomaly Detection
. ( — utes tor Normal U, Normal Human Activities
e 9 L LLM % ) ZY 1. Walking with common objects

g Rules for Anomaly 0> aggne;cgnIiQD: ] such as a backpack, bag, umbrella
— Vote for e
"6' ) \ Robust Rules  Nermal Environmental Objectives
5 . - - . 1, Architectural structures such as
o] VLM 2 J Frame Description | LLM > Rules for Normal 1}} LLM 3 —> building, bridges
- L : What are people Rules for Anomaly 1 Anomaly Human Activities
= Normal sz _____ f;'enigr: n:" gh: :r::rm e ESSEEE—. 1. Non-walking movement such as riding

than people? a bicycle, scooting, skatebearding

n‘- . Frame Description >>—> LLM * — > Rules for Normal n)-\r Anomaly Environmental Objectives
DecouPImg L ) Rules for Anomaly n 1. Gro_und transportation such as
Human/Environment vehicles, motorcycles

-



Methods
Visual Perception

* Define Fpormar = {fnormatys - Frnormar, } @S the few-normal-shot reference frames,
with each frame f,,o;ma1, € Fnorma fandomly chosen from the training set

»  Output the text description of each normal reference frame: D,,,;mai = {VLM(frormaty, Pv) | Frormat; € Frormat}s

with p,, as the prompt “What are people doing? What are in the images other than people?”

Visual Perception

Frame Descriptionh—

VLM * Frame Description>—

What are people

Normal Reference Frames|  doing? What are in
...... the images other

than people?
&= 3
Decoupling
Human/Environment

E
o
=
3]
=
©
=

Frame Description }—




Methods
Rule Generation

l. Induction

Design a Rule Generation module that uses a frozen LLM to generate rules (denoted as R)

In formal terms, R = {LLM(dy0rma1, Pg) | € Dnormat}> Where p is the prompt

Visual Perception Rule Generation

\ Rules for N 10
Frame Description 0—> LLM * || oS Tor orma
. Rules for Anomaly 0

Frame Description ‘L—> LLM * > Rules for Normal 1
Rules for Anomaly 1

=3
= What are people

2 S & TN
Normal Reference Frames| = doing? What are in
...... the images other
than people?

A ; Frame Description E‘_> LLM 3 —> Rules for Normal n
Decoup 'ng ) Rules for Anomaly n
Human/Environment

n: number of batches (rule sets)
m: number of frames used per batch
n = 2, m = 10: generate 2 rule sets, each from 10 descriptions

e

system: You are a city surweillance monitor. Your task is to derive rules for normal an

abnormal behaviors.

user (1): Derive normal rules starting from abstract concepts and then move to concret
examples.
assistant (1):

Rules for Mormal Human Activities

1.

Rules for Mormal Environmental Objects

1.

user (2): How, based on these, derive abnormal rules.
assistant (2):

Rules for Anomaly Human Activities

1.

Rules for Anomaly Environmental Objects

1.

- user (3): MNow, given the frame description {},apply the Normal/Anomaly rules and provid
e the result.



Methods
Rule Generation

« Contrast: rules based on D,,,,.ma1 @re assumed to be ground-truth normal, generates rules for anomalies by contrasting
them with the rules for normal
if “walking” is a common pattern in D,,,,,4:» it becomes a normal rule, and then “non-walking movement” will be included

in the rules for anomaly

- Analogy: start from an abstract concept and then effectively generalizes to more concrete examples
“walking” — “walking, whether alone or with others.”
consequently, the anomaly rule evolves to include specific non-walking movements

such as “riding a bicycle”, “scooting”, or “skateboarding.”

- Separation: lead the LLM to pay attention separately to environmental elements (e.g., vehicles or scene factors) and
human activities, separately
This enriches the rule set for VAD tasks, where anomalies often arise from interactions between humans and their

environment.

10



Methods

Rule Aggregation

« Use LLM as an aggregator with voting mechanism, combine n rule sets R from normal reference frames — R,.,pus:
« Assume randomize smoothing: single errors unlikely to persist across multiple random samples

- Mitigate errors from earlier stages (e.g., misinterpreting walking as skateboarding)

- System: You are a city surveillance monitor. Your job is to organize rules for detectin
g abnormal activities and objects.

Rule Generation Rule Aggregation - User (1): You are given {n} independent sets of rules for Normal and Anomaly.For the or
T 0 Rules For Video Anomaly Detection ganized Normal Rules, list the given normal rules with high-frequency elements. For the o
Al bl Normal Human Activities - - ]
- LLM * —> R’ 1. Whilking wHH zommon objécts rganized Anomaly Rules, list all the given anomaly rules.
’ Rules for Anomaly 0 Aggregation: such as a backpack, bag, umbrella
Vote for e - Assistant(1):
Robust Rules  DNermal Enviconmental Objectives Rules for Anomaly Human Activities
1. Architectural structures such as
> LLM 3 —> Rules for Normal 1 3 LLM 3 —> building, bridges =
2... Rules for Anomaly Environmental Objects
[ Rules for Anomaly 1 Anomaly Human Activities
1. Non-walking movement such as riding L
"""" a bicycle, scooting, skateboarding Rules for Wormal Human Activities
2
Rules for Normal n e / L L.
-> LLM * Ly R’ Anomaly, Environmental Objectives . )
: 7 Rules for Normal Environmental Objects
l Rules for Anomaly n 1. Gro}und transportation such as ]
vehicles, motorcycles 1.
2.

- User (2): Now you are given {n} independent sets of rules as the sublists of {R}. What
rules for Anomaly and Mormal do you get? Think step by step, and reply following the abov
e format.

11



Methods
Deduction

Il. Deduction

Visual Perception: Process continuous test video frames — output frame descriptions D = {d,, ...

Perception Smoothing: Reduce errors with Exponential Majority Smoothing

i}

Rule Aggregation: Recheck detection results with LLM and apply reasoning based on rules

Visual Perception

Continuous Frames in a Video

> VLM #—

Continuous Frames' Descriptions
D= {di}$=0

" ..walking, riding...">

"...walking, riding..."

"...walking, walking...

"...walking, riding..‘%
"...walking, riding...">

Perception Smoothing Dummy
Y = {yitico Y = {i}\ qAnswer
Anomaly keyword matches? 1 1
1 '+§ 1
e
—> Rules & :: 1
w0 o] G e
v v

If y; # ¥i:
following its neighbors' majority within a window size

Robust Reasoning

Answer: Anomaly.
LLM * Reason: One person riding

a bicycle matches

rule 1 of 'Anomaly

Query

Human Activities'

My dummy answer is {Dummy Answer}

—
g » for {Modified Frame Description}
(7]
c

based on the {Rules). Double-check and
let me know what is your answer.

Rules

<

Modify #;;, frame's descriptio

ndi it

|

modiﬁed Frame Description ¢f¢>

12



Methods
Perception Smoothing

« Visual perception errors can occur in deduction too

« Propose Exponential Majority Smoothing to address this issue

« Use smoothed results to correct frame descriptions and enhance robustness

You will be given a set of rules for detecting abnormal
activities and objects ; please extract the anomaly keywords |,
activities using ““ing * ! wverbs ., and anomaly objects using
nouns , and provide a combined Python list with each

The output should be in the

" activityir ", "

represented by a single word .
format : [" objecti "

Now you are given {R _robust} :

« (1) Initial Anomaly Matching — (2) Exponential Majority Smoothing — (3) Description Modification

Match anomaly keywords K from induction rules — assign each d; a predicted label y; — initial predictions as Y = {y,, ..., y;}

Visual Perception

Continuous Frames in a Video

Perception Smoothing

Il. Deduction

Y ={yitio ¥ ={i}"
Continuous Frames' Descriptions Anomaly keyword matches? 1 1
_—
D ={di}!, 3 By =
ﬂ”wmmnngMQ“f> ’Zfir ? & 1
( ) *...walking, riding..." Y — > Rules > >
} > \ 1 1
—>L_ VLM *L "...walking, walking...’ }; 0
"...walking, riding..."> ¢ ¢
*...walking, riding..." O 7 - TR
J If y; # y;: Modify iy, frame's description d;
______ following its neighbors' majority within a window size

13
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Methods
Perception Smoothing

- Exponetial Majority Smoothing: approach that combines Exponential Moving Average (EMA) and Majority Vote
« EMA: method of calculating the current value by considering past values

- Small a : consider past values more evenly, Large a : focus on recent values (a =1— s, = y,)

Perception Smoothing A Effect of alpha on EMA weights (alpha=0, 0.5, 0.7, 1) i
Y= {yi 5: Y = {371 ; 1.0 —e— alpha=0.0 (1 - a)
Anomaly keyword matches? 1 1 —e— alpha=0.5 Wy — t .
717 T,cé 1 —e— alpha=0.7 Z S (1 —_— a)]
ﬁ? 1 0 2 1 0.8'+ alpha=1.0 J:O
v
—>  Rules = 1 > 1 £
T 0 2 06/ 1
- Wl z "
If y; # ¥;: Modify iy, frame's description d; i o t + 1
following its neighbors' majority within a window size 2
0.2
>ico(1—a)' "y 1
g, — 2ui=o Yi ] e weg — 1, Wit — 0
t E:O (1—0&)1 00 25 50 75 100 125 150 175 200

Time step (i)

14



Methods
Perception Smoothing

« Majority Vote: smooth the prediction within a window centered at each EMA value s; with a padding size p

- For each s;, check neighboring EMA values within the window — Decide 9, by majority vote (above/below threshold 1)
+ Define threshold T as the mean of all EMA values

Perception Smoothing

. . min(z+p,t min(z t)—max(1,2— 1
Y=ty ¥={a}t A 1 if Yo a ) y L(s; > 1) > (i4p,t)—max(li—p)+
Anomaly keyword matches? 1 1 Yi = J=max{1,2—p
you— e 0 otherwise
S VE)
—>  Rules —> :]I > 1
I oy B , . ,
R s B o . 1 if more than half of the values inside the window are larger than 7
If y; # ¥i: Modify iy, frame's description d; Yi = :
following its neighbors' majority within a window size ’ 0 OtherW]'Se

- Description Modification: modifiy the description D comparing ¥ and ¥ and outputs the modified D

- y;,=0 buty, =1 (false negative): Add “There is a person {k}”, where k € K is the most frequent keyword in the window
- y;,=1 buty, = 0 (false positive): Remove parts of d; containing the anomaly keyword k

15



Methods
Robust Reasoning

- Recheck whether y; matches description d; according to R, ,pus¢

« Use prompt p, to guide the LLM

« Reduce missed anomalies (false negatives) and align reasoning more closely with rules

Perception Smoothing Dummy
Y = {yi f: Y = {#i};_qAnswer
Anomaly keyword matches?

1

—>  Rules

(R Y P } {EE Y (KN
Smooth

yes
0y 0 0 .
- 1 .

If y; # ¥;: Modify iy, frame's description d;
following its neighbors' majority within a window size

&

Robust Reasoning
Answer: Anomalyi
LLM * Reason: One person riding

a bicycle matches

Query Human Activities'

My dummy answer is {Dummy Answer)

. for {Modified Frame Description}

based on the {Rules}. Double-check and =
let me know what is your answer.

A

modiﬂed Frame Description J,-}

rule 1 of 'Anomaly

Rules

You will be given an description of frame , your task is to double
check my initial anomaly detection result based on the rules .

The rules are : {R _robust}

My initial result is {y i}

First, if human activity is present , which rule is matching ?
List the rule category , e.g. , normal or anomaly , with the rule
number.

Second, if an environmental object is present, which rule is
matching? List the rule category , e.g ., normal or anomaly ,
with the rule number .

Third , are the human activities or environmental objects anomaly?
Answer : anomaly , if ANY anomaly rule ( even if only one , no
matter human activities or environmental objects ) matches ,

otherwise answer : normal .

Now you are given the frame {d"i}, think step by step .

16



Experiments

Datasets

« Use campus datasets (Ped2, Avenue, ShanghaiTech) and UBnormal with diverse scenes
« Campus anomalies include throwing objects, jumping, pushing, riding a bike, running, driving a car, etc

« UBnormal covers 29 diverse scenes and 22 abnormal event types

#frames
Data set total training |validation test normal |abnormal | #anomalies|#scenes |#anomaly [open
types set
CUHK Avenue [7] 30,652 15,328 - 15,324| 26,832 3,820 77 1 ) v
ShanghaiTech [25] 317,398 274,515 - 42,8831300,308| 17,090 158" 13 11 v
Street Scene [ 7] 203,257 56,847 - 146,410| 159,341| 43,916 205 1 17 v
Subway Entrance [ ] 144,250 76,453 - 67,797(132,1387| 12,1127 5171 1 5 v/
Subway Exit [ 1] 64,901 22,500 - 42,401 60,4107 4,491F 147 1 3 v
UCF-Crime [51] 13,741,393|12,631,211 -{1,110,182 NA NA NA NA 13 X
UCSD Pedl [ 7] 14,000 6,800 - 7,200  9,995| 4,005 61 1 5 v
UCSD Ped2 [27] 4,560 2,550 - 2,010 2,924 1,636 21+ 1 5 v
UMN [35] 7,741 NA - NA 6,165 1.576 11 3 1 v
UBnormal (ours) 236,902 116,087 28,175 92,640 147,887, 89,015 660 29 22 v

Table 1. Statistics about our novel benchmark versus existing anomaly detection data sets. Compared with other open-set benchmarks, we
have a higher number of abnormal events from a broader set of action categories (anomaly types), occurring across a larger set of scenes.
Top number in each column is in bold text. Legend: T — computed based on tracks from [!£]; T — computed based on tracks from [+ 7].

ShanghaiTech (ShT)

Acsintoae, Andra, et al. "Ubnormal: New benchmark for supervised open-set video anomaly detection."
Proceedings of the IEEE/CVF conference on computer vision and pattern recognition. 2022.
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Experiments

Implementation Details

« Employ CogVLM-17B for visual perception, GPT-4-1106-Preview for induction, and Mistral-7B for deduction
« Changing VLM or reasoning LLM in deduction (except GPT-4v) degrades performance

«  Show necessity of strong visual understanding and robust reasoning for AnomalyRuler’s effectiveness

Table 7: Detection performance with accuracy, precision, and recall (%) using different
VLMs/LLMs as backbones in the deduction stage on 100 (limited by GPT-4’s query
capacity) randomly selected frames from the ShT test set.

Visual Perception ‘ Robust Reasoning | Accuracy Precision Recall ’ Open Source
CogVLM [51] (default) | Mistral [19] (default) 82.0 88.1 74.0 v
GPT-4V [1] GPT-4V 83.0 88.4 76.0 X
LLaVA [23] LLaVA 40.0 40.4 42.0 v
PandaGPT [44] PandaGPT 37.0 31.4 22.0 v
OWLVIT [37] 71.0 82.0 54.0 v
LLaVA . 76.0 79.5 70.0 v
Mistral
BLIP-2 [21] 50.0 50.0 94.0 v
RAM [58] 45.0 47.2 84.0 v
CogVLM GPT-3.5 [7] 81.0 86.0 74.0 X
LLaMA-2 [47] 60.0 70.8 34.0 v

18



Experiments

Comparison with LLM-based Baselines

« Ask LLM Directly: {LLM(d;,p) | d; € D}, where the LLM is Mistral-7B,
D is frame descriptions generated by CogVLM, and p is “Is this frame description anomaly or normal?”
« Ask LLM with Elhafsi et al.: {LLM(d;,p) | d; € D}, where the LLM is Mistral-7B,
D is frame descriptions generated by CogVLM, and p is prompts comprising predefined concepts of normality/anomaly.

« Ask Video-based LLMs Directly: {VideoLLM(c;,p) | c; € C}, where p is “Is this clip anomaly or normal?” (Video-LLaMA)

Table 1: Detection performance with accuracy, precision, and recall (%) compared
with different VAD with LLM methods on the ShT dataset.

Method | Accuracy Precision Recall
Ask LLM Directly 52.1 97.1 6.2
Ask LLM with Elhafsi et al. [12] 58.4 97.9 15.2
Ask Video-based LLM Directly 54.7 85.4 8.5
AnomalyRuler | 81.8 90.2 64.3

« Achieve +26.2% accuracy and +54.3% recall by leveraging rule-based reasoning from the induction stage

19



Experiments

Comparison with State-of-the-Art Methods

« AnomalyRuler-base (without robust reasoning) outperforms all Image-Only competitors on ShT and UB

« Performs on par with Image-Only methods on Ped2 and Ave

« Achieves this without tuning — few-normal-shot prompting as effective as full-shot training

Table 3: AUC (%) compared with different one-class VAD methods. “Image Only”

methods only rely on image features. In contrast, others employ additional features
such as bounding boxes from object detectors or 3D features from action recognition
networks. “Training” indicates the methods that need a full-shot training process.

Method | Venue | Image Only | Training | Ped2 | Ave | ShT | UB
MNAD [26] CVPR-20 v v 97.0 88.5 70.5

rGAN [29] ECCV-20 v v 96.2 85.8 77.9

CDAE [9] ECCV-20 v v 96.5 86.0 73.3

MPN [30] CVPR-21 v v 96.9 89.5 73.8

NGOF [70] CVPR-21 X v 94.2 88.4 75.3

Hr2 [27) ICCV-21 X v 99.2 91.1 76.2 -
BAF [11] TPAMI-21 X v 98.7 92.3 82.7 59.3
GCL [56] CVPR-22 X v - - 79.6 -
S3R [07] ECCV-22 X v - - 80.5

SSL [19] ECCV-22 X v 99.0 92.2 84.3
zxVAD [7] WACV-23 X v 96.9 - 71.6

HSC [19] CVPR-23 X v 98.1 93.7 | 83.4 -
FPDM |[51] ICCV-23 v v - 90.1 78.6 62.7
SLM [17] ICCV-23 v v 97.6 90.9 T8.8 -
STG-NF [14] ICCV-23 X v - - 85.9 71.8
AnomalyRuler-base | - v X 96.5 82.2 84.6 69.8
AnomalyRuler - v X 97.9 89.7 85.2 71.9

« Achieve highest AUC across target datasets using ShT as the source domain

Table 4: AUC (%) compared with different cross-domain VAD methods. We follow the
compared works to use ShT as the source domain dataset for other target datasets.

Method ‘ Venue | Image Only | Training | Ped2 | Ave | ShT1| uUB
rGAN [29] ECCV-20 v v 81.9 71.4 77.9 -
MPN [20] CVPR-21 v v 84.7 74.1 73.8 -
zxVAD [3] WACV-23 X v 95.7 82.2 71.6 -
AnomalyRuler-base | - | v | X | 97.4 | 81.6 | 83.5 | 65.4

1 : ~ .
AnomalyRuler employs UB as the source domain when ShT serves as the target domain. The
competitors have no cross-domain evaluation on ShT, so we report their same-domain results.

ZZ:o(l — 7))
Z§=0(1 —7)

a;r =

« Since Ped2, Ave, and ShT are all campus datasets, similar rules are generated, supporting strong generalization

20



Experiments

Ablation Study

Proposed strategies effectively enhance AnomalyRuler’s performance

Too few rules cause inadequate coverage, while too many rules create redundancy and errors

Table 5: Ablation on strategies. We assess the effects of removing individual strategies
in AnomalyRuler. We conduct the experiments five times with different randomly
selected normal reference frames for induction and report their mean and standard
deviation on the ShT dataset.

Strategy Stage # Rules | Accuracy |Precision| Recall AUC
mean std [mean std |[mean std [mean std |mean std
w. All Below (default) Both 422 4.2 |81.6 1.3 [909 0.8[639 2.7 |845 1.1
w /0. Human and Environment Both -20.1 +1.1] -3.3 +0.8 | -3.9 +0.8/-1.9 +16]|-2.4 +2.0
w/o. Normal and Anomaly Induction |-34.8 -1.3|-20.5 +4.3 |-41.2 +7.0/-14.4 +11.6|-18.8 +1.2
w /0. Abstract and Concrete Induction |+2.3 +2.7| -0.6 -0.2 |-0.9 -0.2|-0.3 -0.4 |-0.9 0.1
w/o. Rule Aggregation Induction |+8.5 +6.1| -9.6 + 14.7|+1.1 +2.9/-10.7 +14.1|-15.8 +0.8
w /0. Perception Smoothing Deduction| NA NA|-1.7 -0.9 [-1.9 +0.1|-3.8 -0.3 |-3.3 +0.8

#Rules
‘auc ¢ ¢

Py
* il LA
%46h () o "9 size (0)

(a) n & m vs. # Rules (b) n & m vs. AUC (c) p & a vs. AUC
Fig. 3: Ablation on hyperparameters of the (a) (b) rule aggregation and (c) perception

smoothing modules on the ShT dataset.

Conduct cross-validation on number of batches n = [1,5,10,20] and frames per batch m = [1,2,5,10]

Both rule count and AUC increase with n and m, but performance fluctuates when n x m is large

(e.g., AUC drops from 85.9% to 72.2% at n = 20 with large m due to redundancy)

For perception smoothing, test padding size p = [1,5,10,20] and EMA weight a = [0.09,0.18,0.33,1]

p = 5 found optimal for motion continuity without excessive noise

Increasing a from 0.09 to 0.33 generally improves AUC
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Conclusion

Conclusion

« Strengths
« Require only few-normal-shot prompting, avoiding costly full-shot tuning

« Enable fast steering of LLM reasoning for diverse VAD applications

« Limitation

« Assume strong LLM backbones; performance may degrade with sub-optimal LLMs

« Opinions
- Frame descriptions may be insufficient for action classification
— Use video models to generate clip-level descriptions
« Current rules ignore scene-dependent normality/anomaly
— Separate rules for human activities and environmental objects by scene

(e.g., walking — normal in campus, walking — abnormal in road)
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Appendix

LLM

Outputs

Ryobust — K (generate anomaly keywords from anomaly rules, see Section

1).

e Input prompt pg:

pr = You will be given a set of rules for detecting abnormal
activities and objects; please extract the anomaly keywords,
activities using ‘‘ing’’ verbs, and anomaly objects using

nouns, and provide a combined Python list with each
represented by a single word. The output should be in the

format: ["objectl"™, ..., "activityl", "activity2", ...]. Now
you are given {Rrobust} :

Output K:

anomaly_from_rule = ["trolley", "cart", "luggage", "bicycle", "
skateboard", "scooter", "vehicles", "vans", "accident", "
running", "jumping", "riding", "skateboarding", "scooting", "
lying", "falling", "bending", "fighting", "pushing", "
loitering", "climbing", "tampering", "lingering"]

y; = LLM (dj.. 3};, Rrobust-:!p?‘)

- e

Y3

= The human activities present are two people walking. The rules for

normal human activities include walking alone or with another
person. So, the rule matching is:
1. Walking alone or with another person (mormal)

The environmental objects present are two manhole covers on the
ground, a trash bin, and some trees and plants. So, the rules
matching are:

1. Manhole covers on the ground or street (normal)

2. Trees along the street or Plants present (normal)

3. Trash bin in vicinity or placed beside the street (normal)

Ansver: normal.

— Qutputs: Robust rules Riohust = LEM(R = {r1, ..., "u},Pa)

**Rules for Anomaly Human Activities:x=*

1. Using any non-walking movement such as riding a bicycle or scooter,
skateboarding

2. Running or jumping

3. Moving with the usual speed such as very fast or in a hurry

4. Person lying or bending down on the ground

5. Aggressive or unusual movements such as fighting or pushing

6. Loitering around the trash bin

7. Climbing on trees or into manhole/utility access points

8. Tampering with manhole covers

9. Engaging in physical altercation

10. Lingering without a clear purpose near a sensitive area

11. Falling unexpectedly

*+*Rules for Anomaly Environmental Objects:*=

Missing, removed, or ajar manheole covers

Ground transportation such as vehicles, vans, bicycles.
Unattended bags or objects (security threat)

Unusual objects (vehicles, large unattended luggage, etc.)
Unauthorized posters or sigms

Damaged manhole cover or trees

Abandoned items in a public area

Yellow objects (when not commonly seen)

9. Graffiti on building windows or vandalism to a fence

10. Obstructions on pedestrian crossing

11. Fire hydrant spraying water without presence of emergency services
12. Unidentified objects near the tall structure

13. Smoke or fire coming from a utility access point

14. Objects thrown or falling from a height

0~ e Wk

#*Rules for Normal Human Activities:*#
Walking alone or with another person
Standing and using a mobile device
Walking on the sidewalk

Walking towards or away from a building
Entering a building

Standing mear a trash bin

Waiting at traffic lights

Walking on pedestrian crossing

Sitting on bench or ground

(1o B T < I T S

**Rules for Normal Environmental Objects:#*=*
1. Manhole covers on the ground or street

2. Trees along the street or Plants present
3. Trash bimn in vicinity or placed beside the street
4. Posters om glass door

5. Static building with glass windows

6. Fence along the water

7. Pedestrian crossing markings wvisible

8. Standing fire hydrant

9. Static tall structure in the background
10. Utility access points on the ground
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