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ABSTRACT

Abnormal data access operations in database systems always hap-
pen, which are typically incurred by misoperations or attacks,
though these systems are enforced with strict access control poli-

cies. However, prior arts only focus on detecting abnormal data
accesses by utilizing known attack patterns or identifying behaviors
significantly deviated from normal behaviors. They cannot capture
stealthy abnormal data access operations that are similar to normal

ones. In this paper, we propose a novel unsupervised anomaly de-

tection system UCAD, which aims to detect abnormal data access

operations, by comparing operation’s semantics with their contex-

tual intent. However, it is non-trivial to obtain accurate semantics
of operations for intent analysis because (i) the same operation may
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&2 Stealthy abnormal operation
& 24O XA AHOI0 HIF & X! [HI0IE

& Syntax-based Method: SQL &

& Context-based Method: CIOIEIHI0[A &
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insert into t rm (mac, gridld) values (ml, gl);

. select * from t rm where mac=ml;

wa| delete from t_rm_mac where mac=ml;
w=| delete from t_rm_mac where mac=m2; &
() select * from t_rm where mac=m3,;

:} insert into t_rm (mac, gridld) values (m4, g2);

(a) A session having one stealthy abnormal operation.
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Syntax-based Method:

=} - - - > [delete, t rm_mac, mac] <- - - ]
Context-based Method:
-+ [userl, timel, [P1] =
Data-centric Method:

- - =]

+ [l row, min(mac), max(mac)] <«

(b) The limitation of traditional detection methods.
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#» Comparing the semantics with the contextual intent
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Intent: Ongoing table updating
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#» Three Challenges for capturing the semantics and contextual intent
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@ UCAD (Unsupervised Contextual Anomaly Detection)
& Preprocessing Module 2t Anomaly Detection ModuleZ2 &L &

olo

I-J

& Preprocessing Module2 User Sessions(s,,s,,,s,) 222 E29t6t1 0| ZE HAHE

@ Anomaly Detection Module2 ZF MMM 2! 31(k,.k,, - k)ES LHOE B0t semantic extractionS & (Trans-Das)

& Trans-Dasth= Transformer DRIZ & H|6H M future key semanticsE HIEE e (k,,k,, k) -> (ky kg, K, p)
ex) A B L=9| £, k= 01X F1(k,)2 0I1F FIS(ks, k)2 semanticsE &St future key semantics (target2 k,)

| p . T . N
s ! Preprocessing Module (Offline) ( Anomaly Detection Module | Preprocessing
E : Data Access Log User Sessions @ o | ! Module (Online) % g
= = 8
g i t1: Log entryl GD: ki kaz, e g gl & i 2=
= 12: Log entry2 E> () konikaz o e = “g i g3
.E i 13.: Log entry3 S kaikaz, o 0’;\ % -% 1 “

t4: Log entry4 . ) 2 2} .

1 . e = = 1 !
% 1 5: Log entry3 G} knr bz, . Sl < :

]

oyl - — . 1 Yes Manual

i A. Tokenization B. Noise Removal i Investigation

'l
N e e e (o orrmmm e /

Each log entry: session_id, nser id, IP, SQL ...

Session: S& AIEXtJt GIOIE HIOI AN &

o= SoF #doh= HIOIH H2 Y

FIJ

uoyIJa([ 2ulju()



@ Architecture

¢ Anomaly Detection
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¢ Anomaly Detection
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Figure 5: The detection stage of Trans-DAS model.
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& Trans-Das (Transformer for Data Access Semantics)
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¢ Training Method
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Experiments
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¢ Results

& F ALEI20 et 85 21t

e=) HIH DEO| FPRF FNROI V1, V2, V32t A1, A2, A30I CHoll &

-
TS =
Precision, Recall, F1 Score 2 &2 baseline PEEH =2 X E EHY
Scenario | Methods | FPR FNR P R F1
| V1 V2 V3 A1l A2 A3

OneClassSVM[67] | 0.02247 002247 0.02247  0.0494  0.75281 0.0 0.97029 0.73408  0.83582
. iForest [48] 0.26966 0.26966 0.22472  0.20225 0.19101 0.0 077333 0.86891  0.81834
Commenting Mazzawi et al. [52] | 0.05618 0.05618 0.07865 0.44944 1.0 0.0 0.89032  0.51685  0.65403
Application DeepLog [21] 038202 0.57303 0.38202 0.21348 0.01124 0.0 0.67486  0.92509  0.78041
USAD [11] 022472 0.20225 0.30337 0.08989  0.34831 0.0 0.77816  0.85393  0.81429
Ours 0.12360 0.15730 0.14607 0.19101 0.02247 0.0 0.86713 0.92884 0.89693
OneClassSVM[67] | 0.14475 0.13226 001613 0.0 084194 0.0 0.88609  0.71935  0.79407
1 iForest [48] 0.03619 003226 0.02258 05 0.08925 0.0 096513  0.80358  0.87698
Location Mazzawi et al. [52] | 0.00844 0.01505 0.02043 0.44086 0.99247 055914 | 095223 033584  0.49656
Service DeepLog [21] 034861 075591 0.69677 0.0 016022 0.0 061691  0.94659  0.74699
USAD [11] 0.18938 026667 0.17097 0.0 034839 0.0 081386  0.88387  0.84742
Ours 0.04222 003871 0.03118 0.0 000430 0.0 0.96535 0.99857 0.98168
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@ Results
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MEJHF StatementE CIHEHL t_cell_fp_9 HIOIZWM H&E= RO &
(Key:460)1} (Key:150) OFXEJHX
T Key Statement
0.086 t1 321 INSERTINTO t_cell_fp_9(pnci, gridld, fps) VALUES ($1, $2, $3)
t2 358 SELECT * FROM t_cell_fp_9 WHERE pnci=$1 and gridld IN ($2, ... $36)
0.084 t3 31 INSERTINTO t_cell_fp_3(pnci, gridld, fps) VALUES ($1, $2, $3)

t4 230 SELECT * FROM t_cell_fp_3 WHERE pnci=$1 and gridld IN ($2, ... $13)

t5 460 SELECT * FROM t_cell_fp_3 WHERE pnci=$1 and gridld IN ($2, ... $9)

- 0.080 INSERT INTO t_cell_fp_9(pnci, gridId, fps) VALUES ($1, $2, $3) ...($31,
t 128 3o gaz

0.082

- 0078 t7 150

45 251 304 45584 236 150 128 460 230 31 358

321 358 31 230 460 128 150 236 584 45 304 251
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¢ Results

& Base Transformer2t2| H| !
e=) T2+t Embedding Layer, Masking mechanism, training objectiveE Base Transformer(il X &gt &1,
s HAUS

g
Precisiont F1-Scorelil A =2 M5 &

Scenario | Model Variants | FPR | FNR | P R F1
| | V1 V2 V3 | @ Az |

Base Transformer 0.20225 0.22472 0.21348 0.19101 0.02247 0.81311 0.92884 0.86713
I Our embedding layer 0.17977 0.19101 0.20225 0.20225 0.02247 0.82886 T 0.92509 0.87434 T
Commenting Our masking mechanism | 0.16265  0.16725  0.15791 0.19101  0.02247 | 0.84360 T 0.92884 0.88417 T
Application Our training objective 0.15730 0.11236 0.13483 0.22472 0.02247 0.87189 T 0.91760 0.89416 T
Trans-DAS 0.12360 0.15730 0.14607 0.19101 0.02247 0.86713 T 0.92884 0.89693 1

Base Transformer 0.09530 0.09140 0.08602 0.0 0.00538 0.91945 0.99821 0.95721

II Our embedding layer 0.09771 0.09677 0.09570 0.0 0.00538 0.91461 0.99821 0.95458
Location Our masking mechanism 0.06996 0.06452 0.05699 0.0 0.00215 0.94221 T  0.99928 7 0.96991 T
Service Our training objective 0.03257 0.03763 0.03763 0.04624 0.03333 0.96550 T 0.97312 0.96930 T
Trans-DAS 0.03860 0.04194 0.03226 0.0 0.00322 0.96535 T 0.99857 1 0.98168 1
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